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8§12-55-1 General policy. DOSH access to enployee nedical records will in

certain circunstances be inportant to the division's performance of its
statutory functions. Medical records, however, contain personal details
concerning the lives of enployees. Due to the substantial personal privacy
interests involved, DOSH authority to gain access to personally identifiable
enpl oyee nedical information shall be exercised only after DOSH has made a
careful determ nation of its need for this information, and only with
appropriate safeguards to protect individual privacy. Once this infornmation

i s obtained, DOSH exani nation and use of it will be limted to only that
i nformati on needed to acconplish the purpose of access. Personally
identifiable enployee nedical information will be retained by DOSH only for

so |l ong as needed to acconplish the purpose of access, shall be kept secure
whi | e being used, and shall not be disclosed to other agencies or nmenbers of
the public except in narrowy defined circunstances. [Eff. 7/12/82]

(Auth: HRS 8396-4) (Inp: HRS 8396-4)

55-1-1



§12-55-2

§12-55-2 Scope and application. (a) This chapter establishes procedures
to i npl ement the general policy.

(b) This chapter applies to all requests by DOSH personnel to obtain
access to records in order to exam ne or copy personally identifiable
enpl oyee nedical information, whether or not pursuant to the access provision
of section 12-202-3(e).

(c) This chapter does not apply to DOSH access to, or the use of,
aggregat e enpl oyee nedi cal information or nedical records on individua
enpl oyees which are not in a personally identifiable formnor to records
requi red by chapter 12-52, to death certificates, nor to enpl oyee exposure
records, including biological nonitoring records treated by section 12-202-3,
or by specific occupational safety and health standards such as exposure
records.

(d) This chapter does not apply where DOSH conpliance personnel conduct an
exam nation of enployee nedical records solely to verify enployer conpliance
with the medical surveillance recordkeeping requirenments of an occupationa
safety and health standard, or with section 12-202-3. An examination of this
nature shall be conducted on-site and, if requested, shall be conducted under
t he observation of the recordholder. The DOSH conpliance personnel shall not
record and take off-site any information from nmedi cal records other than
docunentati on of the fact of conpliance or non-conpliance.

(e) This chapter does not apply to DOSH access to, or the use of,
personal |y identifiable enployee medical information obtained in the course
of litigation.

(f) This chapter does not apply where a witten directive by the director
authorizes appropriately qualified personnel to conduct limted revi ews of
speci fic medical information mandated by an occupational safety and health
standard, or of specific biological nmonitoring test results.

(g) Even if not covered by the terns of this chapter, all nedically
related information reported in a personally identifiable formshall be
handl ed with appropriate discretion and care befitting all information
concerning specific enployees. There may be, for exanple, personal privacy
interests involved which mlitate agai nst disclosure of this kind of
information to the public. [Eff. 7/12/82; am 8/ 15/87] (Auth: HRS 8§396-4)
(I'mp:  HRS 8396-4)
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§12-55-3

§12-55-3 Director. The director shall be responsible for the overal

adm ni stration and i npl enentati on of the procedures contained in this chapter
i ncl udi ng making final DOSH determ nations concerning:
(1) Access to personally identifiable enployee nedical information, as
provi ded in section 12-55-6; and
(2) Inter-agency transfer or public disclosure of personally identifiable
enpl oyee nedical information, as provided in section 12-55-18.
[Eff. 7/12/82; am 8/15/87] (Auth: HRS 8396-4) (Ilnp: HRS §396-4)
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§12-55-4

8§12-55-4 DOSH nedical records officer. The director shall designate a
DOSH official with experience or training in the evaluation, use, and privacy
protection of medical records to be the DOSH nedi cal records officer. The
DOSH nedi cal records officer shall report directly to the director on matters
concerning this section and shall be responsible for
(1) Making recommendations to the director as to the approval or denia
of witten access orders, pursuant to section 12-55-6;

(2) Ensuring that witten access orders neet the requirenents of sections
12-55-7 and 12-55-8;

(3) Responding to enpl oyee, or their designated representative, and
enpl oyer objections concerning witten access orders, as provided in
section 12-55-11;

(4) Regul ating the use of direct personal identifiers, as provided in
section 12-55-12;

(5) Regulating internal DOSH use and security of personally identifiable
enpl oyee nedical information, pursuant to sections 12-55-13, 12-55-
14, and 12-55-15;

(6) Ensuring that the results of DOSH anal yses of personally identifiable
medi cal information are comruni cated to enpl oyees, as provided in
section 12-55-16;

(7) Preparing an annual report of DOSH s experience pursuant to section
12-55-17; and

(8) Ensuring that advance notice is given of intended inter-agency
transfers or public disclosures, pursuant to section 12-55-18.
[Eff. 7/12/82; am 8/15/87] (Auth: HRS 8396-4) (lnp: HRS 8396-4)
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§12-55-5

8§12-55-5 Principal DOSH i nvestigator. The principal DOSH investigator
shal |l be the DOSH enpl oyee, in each instance of access to personally
i dentifiable enployee nedical information, who is made primarily responsible
for ensuring that the exam nation and use of this information is performed in
the manner prescribed by a witten access order and the requirenments of
sections 12-55-6 through 12-55-18. When access is pursuant to a witten
access order, the principal DOSH i nvestigator shall be professionally trained
in medicine, public health, or allied fields such as epidemi ol ogy,
t oxi col ogy, industrial hygiene, biostatistics, and environnental health.
[Eff. 7/12/82; am 8/15/87] (Auth: HRS 8396-4) (Inp: HRS §396-4)
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§12-55-6

8§12-55-6 Requirenent for witten access order. Except as provided in
section 12-55-9, each request by a DOSH representative to exam ne or copy
personal ly identifiable enmpl oyee medical information contained in a record
hel d by an enpl oyer or other recordhol der shall be nmade pursuant to a witten
access order which has been approved by the director upon the recomendation
of the DOSH nmedical records officer. |f deened appropriate, a witten access
order may constitute or be acconpani ed by an adm ni strative subpoena.
[Eff. 7/12/82; am 8/15/87] (Auth: HRS 8396-4) (Ilnp: HRS 8§396-4)
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§12-55-7

8§12-55-7 Approval criteria for witten access order. Before approving a
witten access order, the director and the DOSH medi cal records officer shal
determ ne that:

(1) The nedical information to be exam ned or copied is relevant to a
statutory purpose and there is a need to gain access to this
personal ly identifiable information;

(2) The personally identifiable nedical information to be exanm ned or
copied is limted to only that information needed to acconplish the
purpose for access; and

(3) The personnel authorized to review and anal yze the personal ly
identifiable nedical information are linmted to those who have a need
for access and have appropriate professional qualifications.

[Eff. 7/12/82] (Auth: HRS 8396-4) (Inp: HRS 8§396-4)
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§12-55-8

8§12-55-8 Content of witten access order. Each witten access order
shall state with reasonable particularity:

(1) The statutory purposes for which access is sought;

(2) A general description of the kind of enployee nedical information

that will be exami ned and why there is a need to exam ne personally
identifiable information;

(3) Whether nmedical information will be exam ned on-site, and what type
of information will be copied and taken off-site;

(4) The nane, address, and phone nunber of the principal DOSH
i nvestigator and the nanes of any other authorized persons who are
expected to review and anal yze the medical information;

(5) The nane, address, and phone nunmber of the DOSH nedi cal records
of ficer; and

(6) The anticipated period of tine during which DOSH expects to retain
the enpl oyee nedical information in a personally identifiable form
[Eff. 7/12/82] (Auth: HRS 8396-4) (Inp: HRS §396-4)
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§12-55-9

8§12-55-9 Special situations concerning witten access order. Witten
access orders need not be obtained to exam ne or copy personally identifiable
enpl oyee nedi cal information under the foll ow ng circunstances:

(1)

(2)

If the specific witten consent of an enpl oyee is obtained pursuant
to section 12-202-3(e)(2)(B), and DOSH or a DOSH enpl oyee is listed
on the authorization as the designated representative to receive the
medi cal information, then a witten access order need not be
obt ai ned. Whenever personally identifiable enployee nedica
informati on i s obtained through specific witten consent and taken
off-site, a principal DOSH i nvestigator shall be pronptly naned to
ensure protection of the information, and the DOSH nedical records

of ficer shall be notified of this person's identity. The personally
identifiable nedical information obtained shall be subject to the use
and security requirenents of sections 12-55-13 through 12-55-18.

A witten access order need not be obtained where a DOSH staff or
contract physician consults with an enployer's physician concerning
an occupational safety or health issue. In a situation of this
nature, the DOSH physician may conduct on-site eval uation of enployee
nmedi cal records in consultation with the enployer's physician, and
may nmeke personal notes of his or her findings. No enployee nedica
records shall be taken off-site in the absence of a witten access
order or the specific witten consent of an enployee, and no notes of
personal |y identifiable enpl oyee nedical information nmade by the DOSH
physi ci an shall |eave his or her control w thout the perm ssion of
the DOSH nedi cal records officer. [Eff. 7/12/82; am 8/15/87]

(Auth: HRS 8396-4) (Inp: HRS 8§396-4)
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§12-55-10

§12-55-10 Presentation of witten access order and notice to enpl oyees.

(a) The principal DOSH investigator, or someone under the investigator's
supervi sion, shall present at |east two copies each of the witten access
order and an acconpanyi ng cover letter to the enployer prior to exam ning or
obtai ning medical infornmation subject to a witten access order. At |east
one copy of the witten access order shall not identify specific enployees by
di rect personal identifier. The acconpanying cover letter shall summarize
the requirenments of this section and indicate that questions or objections
concerning the witten access order may be directed to the DOSH princi pa
i nvestigator or to the DOSH nedical records officer

(b) The principal DOSH investigator shall promptly present a copy of the
written access order (which does not identify specific enployees by direct
personal identifier) and its acconpanying cover letter to each designated
representative of the enpl oyees whose nedical records are subject to the
witten access order

(c) The principal DOSH i nvestigator shall indicate that the enployer nust
promptly post a copy of the witten access order which does not identify
speci fic enpl oyees by direct personal identifier, as well as post its
acconpanyi ng cover letter. See section 12-202-3(d)(3)(B).

(d) The principal DOSH investigator shall discuss with any collective
bar gai ni ng agent and with the enpl oyer the appropriateness of individua
notice to enployees affected by the witten access order. Where it is agreed
that individual notice is appropriate, the principal DOSH investigator shal
promptly provide to the enpl oyer an adequate nunmber of copies of the witten
access order (which does not identify specific enployees by direct persona
identifier) and its acconpanying cover letter to enable the enployer either
to individually notify each enployee or to place a copy in each enpl oyee's
nedical file. [Eff. 7/12/82; am 8/15/87] (Auth: HRS 8§396-4)
(I'mp: HRS 8§396-4)
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§12-55-11

§12-55-11 Objections concerning a witten access order. All enployees,
or their designated representatives, and an enployer's witten objections
concerning access to records pursuant to a witten access order shall be
transmtted to the DOSH nmedi cal records officer. Unless DOSH deci des
ot herwi se, access to the records shall proceed without delay notw thstandi ng
the | odgi ng of an objection. The DOSH nedical records officer shall respond
in witing to each enployee's or their designated representative's witten
obj ection to DOSH access. Where appropriate, the DOSH nedi cal records
of ficer may revoke a witten access order and direct that any nedica
i nformati on obtained by it be returned to the original recordhol der or
destroyed. The principal DOSH investigator shall ensure that such
i nstructions by the DOSH nedi cal records officer are pronptly inplenented.
[Eff. 7/12/82; am 8/15/87] (Auth: HRS 8396-4) (Inp: HRS §396-4)
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8§12-55-12

8§12-55-12 Renpval of direct personal identifiers. Wenever enployee
medi cal i nformation obtained pursuant to a witten access order is taken off-
site with direct personal identifiers included, the principal DOSH
i nvestigator shall, unless otherw se authorized by the DOSH nedi cal records
of ficer, pronptly separate all direct personal identifiers fromthe nedica
i nformati on, and code the nedical information and the list of direct
identifiers with a unique identifying nunber for each enployee. The nedica
information with its nunmerical code shall thereafter be used and kept secured
as though still in a directly identifiable form The principal DOSH
i nvestigator shall also hand deliver or mail the |list of direct persona
identifiers with their correspondi ng numerical codes to the DOSH nedica
records officer. The DOSH nmedical records officer shall thereafter limt the
use and distribution of the list of coded identifiers to those with a need to
know its contents. [Eff. 7/12/82] (Auth: HRS 8396-4) (lnp: HRS 8396-4)
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§12-55-13

8§12-55-13 Internal agency use of personal identifiable enployee nedica
i nformati on. (a) The principal DOSH investigator shall in each instance of
access be primarily responsible for ensuring that personally identifiable
enpl oyee nmedical information is used and kept secured in accordance with this
secti on.

(b) The principal DOSH investigator, the DOSH nedical records officer, the
director, and any other authorized person listed on a witten access order
may permt the exam nation or use of personal identifiable enployee nedica
i nformati on by DOSH enpl oyees and contractors who have a need for access, and
appropriate qualifications, for the purpose for which they are using the
i nformati on. No DOSH enpl oyee or contractor is authorized to exani ne or
ot herwi se use personally identifiable enployee nmedical information unless so
permtted.

(c) Where a need exists, access to personally identifiable enployee
medi cal information may be provided to the attorney general and to DOSH
contractors who are physicians or who have contractually agreed to abi de by
the requirenents of this section, inplenenting DOSH directives, and DOSH
i nstructions.

(d) DOSH enpl oyees and contractors are only authorized to use persona
identifiable enployee nmedical information for the purposes for which it was
obt ai ned, unless the specific witten consent of an enployee is obtained as
to a secondary purpose, or the procedures of sections 12-55-6 through 12-55-
12 are repeated with respect to the secondary purpose.

(e) Whenever practicable, the exanmi nation of personally identifiable
enpl oyee nedical information shall be perfornmed on-site with a m ni num of
medi cal information taken off-site in a personal identifiable form
[Eff. 7/12/82; am 8/15/87] (Auth: HRS 8396-4) (lnp: HRS 8396-4)
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8§12-55-14

8§12-55-14 Security procedures. (a) DOSH fil es containing personally
identifiable enployee nedical information shall be segregated from ot her
agency files. Wen not in active use, files containing this informtion
shal |l be kept secured in a | ocked cabinet or vault.

(b) The DOSH medi cal records officer and the principal DOSH investigator
shall each maintain a | og of uses and transfers of personal identifiable
enpl oyee nedical information and lists of coded direct personal identifiers,
except for necessary uses by staff under their direct personal supervision

(c) The photocopying or other duplication of personally identifiable
enpl oyee nedical information shall be kept to the mininumnecessary to
acconplish the purposes for which the informtion was obtained.

(d) The protective neasures established by this section apply to al
wor ksheets, duplicate copies, or other agency docunments containing personally
i dentifiable enployee nedical information.

(e) I ntra-agency transfers of personally identifiable enployee

medi cal information shall be by hand delivery, United States nail, or equally
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§12-55-15 Retention and destruction of records. (a) Consistent with DOSH
records disposition progranms, personally identifiable enployee nedica
information and lists of coded direct personal identifiers shall be destroyed
or returned to the original recordhol der when no | onger needed for the
pur poses for which they were obtai ned.

(b) Personally identifiable enployee nedical information which is not in
current use but may be needed for future use shall be transferred to the DOSH
nmedi cal records officer. The DOSH medi cal records officer shall conduct an
annual review of all centrally-held information to determ ne which
information is no longer needed for the purposes for which it was obtained.
[Eff. 7/12/82] (Auth: HRS 8396-4) (Inmp: HRS 8§396-4)
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§12-55-16

8§12-55-16 Agency anal ysis using personal identifiable enployee nedical
i nformati on. The DOSH nedi cal records officer shall, as appropriate, assure
that the results of a DOSH anal ysis using personally identifiable enployee
medi cal information are comruni cated to the enpl oyees whose personal mnedical
informati on was used as a part of the analysis. [Eff. 7/12/82]
(Auth: HRS 8396-4) (Inp: HRS 8396-4)
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8§12-55-17

§12-55-17 Annual report. The DOSH nedical records officer shall on an
annual basis review DOSH s experience under this section during the previous
year, and prepare a report to the director which shall be made available to
the public. This report shall discuss:

(1) The number of written access orders approved and a summary of the

pur poses for access;

(2) The nature and di sposition of enployee, or their designated
representative, and enployer witten objections concerni ng DOSH
access to personally identifiable enployee nedical informtion; and

(3) The nature and disposition of requests for inter-agency transfer or
public disclosure of personally identifiable enployee nedica
information. [Eff. 7/12/82; am 8/15/87] (Auth: HRS §396-4)

(I'np: HRS 8396-4)
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§12-55-18

§12-55-18 Inter-agency transfer and public disclosure. (a) Persona
identifiable enployee nedical information shall not be transferred to another
agency or office outside of DOSH (other than to the attorney general) or
di sclosed to the public (other than to the affected enpl oyee or the origina
recor dhol der) except when required by | aw or when approved by the director

(b) Except as provided in subsection (c) below, the director shall not
approve a request for an inter-agency transfer of personal identifiable
enpl oyee nedical information, for which the enpl oyees have not given their
consent, unless the request is by a public health agency which

(1) Needs the requested information in a personally identifiable formfor
a substantial public health purpose;

(2) WII not use the requested information to make individua
determ nati ons concerning affected enpl oyees which could be to their
detri ment;

(3) Has regulations or established witten procedures providing
protection for personally identifiable nmedical information
substantially equivalent to that of this chapter; and

(4) Satisfies an exenption to the Privacy Act to the extent that the
Privacy Act applies to the requested information. See 5 U S.C.
552a(b); 29 CFR 70a. 3.

(c) Upon the approval of the director, personally identifiable employee

medi cal information may be transferred to:

(1) The National Institute for COccupational Safety and Health (N OSH);
and

(2) The State attorney general, when necessary, with respect to a
speci fication under chapter 396, HRS

(d) The director shall not approve a request for public disclosure of
enpl oyee nedical information containing direct personal identifiers unless
there are conpelling circunmstances affecting the health or safety of an
i ndi vi dual

(e) The director shall not approve a request for public disclosure of
enpl oyee nedi cal information which contains infornmation which could
reasonably be used indirectly to identify specific enployees when the
di scl osure woul d constitute a clearly unwarranted i nvasi on of persona
privacy. See, 5 U S.C. 552(b)(6); 29 CFR 70. 26.

(f) Except as to inter-agency transfers to NIOSH or the Departnent of
Justice, the DOSH nmedi cal records officer shall ensure that advance notice is
provi ded to any designated representative of the affected enpl oyees and to
t he enpl oyer on each occasion that DOSH i ntends to either transfer personally
identifiable enployee nedical information to another agency or disclose it to
a nenber of the public other than to an affected enpl oyee. \When feasible,
the DOSH nedi cal records officer shall take reasonable steps to ensure that
advance notice is provided to affected enpl oyees when the enpl oyee nedi ca
information to be transferred or disclosed contains direct persona
identifiers. [Eff. 7/12/82; am 8/15/87] (Auth: HRS 8§396-4)

(I'mp:  HRS §396-4)
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